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Abstract. Timely detection and prevention of violations in the technological process of wastewater treatment
caused by threats of different nature is a highly relevant research problem. Modern systems are equipped with a
large number of technological sensors. Data from these sensors can be used to detect anomalies in the techno-
logical process. Their timely detection, prediction and processing ensures the continuity and fault tolerance of
the technological process. The aim of the research is to improve the accuracy of detection of such anomalies.
We propose a methodology for the identification and subsequent assessment of cyber resilience risks of the
wastewater treatment process, which includes the distinctive procedure of training dataset generation and the
anomaly detection based on deep learning methods. The availability of training datasets is a necessary condi-
tion for the efficient application of the proposed technology. A distinctive feature of the anomaly detection ap-
proach is a new method of processing input sensor data, which allows the use of computationally efficient ana-
lytical models with high accuracy of anomaly detection, and outperforms the efficiency of previously published
methods.
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Introduction. Wastewater treatment plant systems belong to critical infrastructure facilities,
the sustainable functioning of which determines the safety of the population. Violations in the tech-
nological process of water treatment plants can lead to irreparable consequences for health and
ecology [1, 2].

Water treatment plants are equipped with automated control systems for monitoring and timely
control of water treatment processes [3-5]. The usage of such systems leads to new risks of cyber
resilience breaches as a result of cyber attacks. For example, in 2000, a cyberattack was conducted
on water treatment facilities in Maroochy (Australia). As a result, one million liters of untreated
wastewater were discharged into the rainwater drainage system over a three-month period. Recent-
ly, a number of cyber threats targeting water treatment systems is constantly growing. In 2021,
a cyberattack was launched against the Oldsmar water treatment plant in the US, the attacker
managed to increase the level of sodium hydroxide in the waterl. In 2022, malefactors attacked
South Staffs Water in the UK using the ransomware Clop?.

121-015 Detectives Investigate Computer Software Intrusion at Oldsmar’s Water Treatment Plant. URL: https://pcsoweb.com/
21-015-detectives-investigate-computer-software-intrusion-at-oldsmar%E2%80%99s-water-treatment-plant (accessed 07.03.2024).

2 South Staffs Water is victim of botched Clop attack. URL: https://www.computerweekly.com/news/252523856/South-Staffs-
Water-is-victim-of-botched-Clop-attack (accessed 07.03.2024).
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To monitor the water treatment processes’ state, automated control systems collect and analyze
various process data. This data can be used to identify anomalies caused by different threats, predict
their occurrence and assess the risks associated with systems’ cyber resilience compromise. Timely
detection, prediction and processing of such anomalies and related risks ensures the continuity and
resilience of the technological process [6-8].

Recently, a large number of different methods have been proposed to detect anomalies in the
functioning of cyber-physical objects [9], and the main focus in scientific research is done on the
application of deep neural networks due to their ability to model complex nonlinear dependencies
between different object parameters and reveal temporal and spatial patterns in the data [10]. In par-
ticular, in [11], a model of a variational autoencoder MTS-DVGAN based on two long short-term
memory networks (LSTM-networks) is proposed to detect anomalies in data from water distribution
systems and wastewater treatment facilities. The performed experiments showed that the application
of such a model allows to detect deviations in the functioning of the water treatment system with a
high level of efficiency (up to 97.84 %). The study [12] presents the MTAD-CAN model consisting
of an autoencoder and two decoders with a coupled attention mechanism designed to extract both
temporal dependencies between the parameters of a multidimensional time series and correlation
relationships between the parameters themselves. Experiments with data from a water treatment
plant system showed an anomaly detection accuracy of up to 92 %. Time series spectral analysis
methods has also shown their efficiency in detection of defects in process equipment that can lead
to breach of system’s cyber resilience [13], and in [14] a solution combining visual data analysis
and machine learning methods has been proposed.

Detected anomalies can be used to assess and predict risks of cyber resilience breach of a tech-
nological process [15-17]. Event logs and network traffic, as well as data from physical sensors, are
often used as input data [18-20]. To analyze and predict system’s cyber resilience risks, it is neces-
sary to consider the probability of successful threat implementation and the possible damage in case
of its success [21]. To determine the probability of successful implementation of threat, various
threat models have been proposed [22-24]. To define a threat model, it is necessary to first deter-
mine the model of the analyzed system or technological process.

Threat models can be represented as graphs and Markov chains, and can be built using ma-
chine learning techniques to identify anomalies. Tabular, graph-based and probability-based
methods can be used for risk estimation. One of the existing problems is the analysis of damage
caused by destructive activity on water treatment systems (or other automated control systems),
this stage is one of the risk components [25]. For this purpose, expert assessment of potential
damage or modeling of contamination spread with subsequent consideration of the cost of its
elimination can be used.

To determine cyber resilience risk, integral qualitative and quantitative metrics of risk level
are used. When forming integral metrics, a tabular approach, a weighting function, a minimax
approach, etc. can be used. In this case, the tasks to be solved include determination of metrics to be
considered in the integral assessment, development of a methodology for their integration into the
risk assessment procedure and analysis of sensitivity of the proposed integral assessment.

Threat models constructed using machine learning techniques can accurately detect and pre-
dict anomalies caused by various types of threats. However, there are two key practical challenges
to their application: the existence of a dataset to train the analysis model and the availability of
computational resources. Training dataset must be realistic structured data that contain annota-
tions describing object state at different periods of time. Analysis of publicly available datasets
has shown that there are very few such datasets [26, 27]. Moreover, the anomalies presented in
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them are trivial and their detection does not require the usage of machine learning methods [28].
One of the possible reasons for the lack of reliable, labeled datasets describing the functioning of
cyber-physical systems is the lack of a unified methodology for their creation. This paper propos-
es a methodology for generating datasets modeling the functioning of wastewater treatment plants
at the process level. It specifies stages starting with the selection of the technological process fin-
ishing with specification of the malefactor model and possible destructive activities.

The application of anomaly detection methods based on deep learning places high demands
on computational resources, which are not always available in practice. Thus, the task of developing
anomaly detection and prediction methods optimized for devices with limited computational re-
sources, such as industrial microcomputers, which are not equipped with graphical processing
units, while providing anomaly detection performance comparable to classical deep learning
models, is highly relevant practical task. In this paper, such a problem is solved by using a special
transformation of the data vector into an image, which allows the application of “lightweight”
convolutional neural networks with small number of layers.

The aim of the research is to improve the accuracy of anomaly detection in wastewater treat-
ment process for system’s cyber resilience risk assessment, considering the limitations of the avail-
able computational resources.

The research tasks include development of a methodology for detecting and assessing risks in
the technological process of wastewater treatment based on machine learning; development of a
methodology for generating data sets modeling the functioning of wastewater treatment facilities at
the process level; development and testing of a methodology for detecting anomalies in the data
flow from process equipment in real time; development of a method for transforming the input vec-
tor of data into images.

The methodology of detection and risk assessment in the technological process of wastewater
treatment based on machine learning is developed. This methodology includes the stages of a
training dataset generation, identification of anomalies in the data flow from process equipment in
real time and calculation of dynamic risk assessments considering the detected anomalies. To
identify anomalies in the technological process, the authors propose a method transforming the
input data vector into images, which allows using convolutional neural networks with small num-
ber of layers.

Methods. A methodology for identification and assessment of cyber resilience risks in
wastewater treatment process based on machine learning is proposed. It includes a methodology for
generating a training dataset required for anomaly detection using machine learning, and a metho-
dology for analyzing data from sensors of the wastewater technological process.

Methodology for identification and assessment of cyber resilience risks in the wastewater
treatment process. It is based on the analysis of data received from the automated control system of
the wastewater treatment process (Fig.1). The methodology includes two modes of application —
design mode and operation mode — and three main stages — train dataset generation, anomaly detec-
tion and cyber resilience risk assessment. The stage of dataset generation is represented by the
methodology of training dataset generation. The output of the methodology is a train dataset that
serves as input data for the next stage — training analytical models to detect anomalies in the techno-
logical process in the design mode, this stage is represented by the anomaly detection methodology.
In operation mode, the trained models and data from sensors/actuators of the process control system
are used to detect anomalies in data streams from sensors. The output data of this stage are the iden-
tified anomalous processes and sensors/actuators. In turn, this data serve as the input for the next
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Fig.1. Scheme of methodology for identification and assessment of risks in the wastewater treatment process

step — cyber resilience risk assessment, represented by the cyber resilience risk assessment metho-
dology proposed for the wastewater treatment process.

Methodology of training dataset generation. The developed methodology takes into account
the requirements formulated in [27-29]:

« Inclusion of data from both technological equipment and the communication and computing
infrastructure of the system, i.e., network traffic data, logs of automated control systems, etc.

+ Availability of annotations and a structured annotation scheme that explains the annotations and
includes information about anomalies in the technological process, including the possible cause — inten-
tional or unintentional impact on the process.

* Closeness of generated data to real world data, and limitations, due to the use of simplified
mathematical models or the limited hardware capabilities should be documented.

Thus, the methodology for generating datasets modeling the functioning of the technological
process consists of the following steps:

« process definition and specification;

« determination of the type of testbed and its implementation;

« generation of data consistent with the normal operation of the system;

« development of a threat model to continuity and fault tolerance of the technological process
taking into account the possible consequences of their violation;

« development of scenarios of threat implementation considering the used technological stack
for modeling the technological process;

« implementation of threat scenarios and collection data;

« evaluation and validation of the generated dataset.
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The methodology defines the input and output of each step, including documentation, since
each step depends on the result of the previous one. In addition, it allows, if necessary, to repro-
duce the modeled process, validate the obtained data and explain the obtained results. For exam-
ple, during the first stage of the methodology a formal model of the technological process with
a given set of significant parameters affecting its continuity and fault-tolerance and a technologi-
cal scheme are formed. Based on the results of this stage, the type of the test bed to be created is
determined. According to [27], there are three types of test beds: software (virtual), hardware and
hybrid. The software only is used to design virtual test beds for modeling the technological pro-
cess. Such test beds have a low cost of implementation and a high level of reproducibility. In
some cases, for example, when modeling processes performed in hazardous conditions, the use of
such stands is the only possible solution. However, mathematical modeling of many processes is
an extremely difficult task, for example, when describing the flotation process of water treat-
ment it is necessary to build a hydrodynamic model of the process with a large number of con-
trols and monitored variables taking into account the physical and chemical interaction of sub-
stances [30, 31], so the results of their use may be less accurate and reliable. Hardware test beds
are built using specialized equipment and software, so the data obtained with their help are more
reliable. They reflect possible delays and inaccuracies in the data arising from the use of physical
devices and sensors. A significant disadvantage is the cost of developing such test beds and, as a
consequence, the low level of reproducibility. Hybrid test beds are a compromise between soft-
ware and hardware test beds. They are partly constructed using software tools and technological
equipment. Thus, at the second stage of methodology, the implementation characteristics of the
experimental test bed are elaborated, as well as the format of collected data and the interval of
their acquisition are determined.

The results of the first step also have impact on definition of threat model and malicious sce-
narios. For example, the following potential attacker’s targets can be identified for the flotation
process of water treatment: stopping raw water mixing; damage to raw water flow meter, reagent
pump, acidity sensors; lack of coagulant in the tank, flocculant in the tank, soda in the tank, etc.
Threats can be implemented at the physical, information and communication level. The physical
level includes physical devices such as water flow sensors, air flow sensors, digital converters,
controllers and telecommunication equipment. The targets at the information and communica-
tion level are represented by information flows from sensors to controllers, and from controllers
to SCADA-system, etc, while the targets at the logical components’ level are firmware and
software.

The final stage includes evaluation and validation of the generated dataset. They include sta-
tistical analysis of the obtained data, and if real data are available, comparative analysis of genera-
ted and real data by evaluating the difference between the probability distributions of real and
synthetic data.

The collected dataset can be used to analyze technological data.

Anomaly detection technique based on the transformation of tabular data into an image. The
proposed technique is based on the idea of using convolutional neural networks, which are good at
extracting spatial relationships between attributes. Their application requires transforming the input
data vector to a two-dimensional matrix, since the two-dimensional convolution operation extracts
spatial relationships better. Let V= {vo, v1,...vk } be the input vector of values from k analyzed
sensors and actuators of the system, then the proposed methodology consists of the following steps:

« transformation of each one-dimensional feature vector v into a two-dimensional matrix Imy,
usually considered as a grayscale image;
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« anomaly detection using convolutional neural network (CNN).

The key steps of the methodology are presented in Fig.2.

To construct an image based on a one-dimensional vector v, the following steps are per-
formed:

« initial preprocessing of feature values, which consists in normalizing them to the range [0,1]
for numeric attributes or one-hot encoding the values for categorical attributes;

« preprocessed feature values are interpreted as 8-bit values for a grayscale image;

« layout pixels according to a given algorithm into an image.

To determine coordinates of attribute-pixels direct layout algorithms as well as algorithms can
be used based on a nonlinear transformation depending on similiarity of attributes [32-34].

The direct pixel layout algorithm is the most common approach to image generation. The
key point in its operation is to determine the dimensionality of the generated image. Usually the
input for convolutional neural networks are n x n images, so the following approach is proposed
to determine the image size. Let N be the number of numerical attributes to be analyzed and M
be the number of values that all categorical attributes can take, then n = ceil (N + M)/2, where
ceil is the rounding function to the nearest integer. The image is then generated line by line,
with each row generated sequentially. Unused pixels are usually filled with the value 0x00
(black). Thus, in direct pixel layout, the order of features in the vector and the shape of the
image determine the position of the corresponding pixel in the image, as a result the neighboring
pixels may have no correlation with each other.

Application of algorithms based on non-linear transformation, such as Deeplnsight [33, 35]
allows taking into account the relationships between features and placing similar attributes
close to each other. The basic idea is to use techniques for projecting multidimensional data into
a lower dimensional space to determine the position of a given feature on a two-dimensional
plane. The scheme of this approach is presented in Fig. 3.

LetV = {Vi}im:O — the initial (training) dataset represented as a matrix, where m rows correspond

to m vectors with k attributes. Then the procedure of image creation using Deeplnsight algorithm
includes the following steps:

* Transposion of the matrix V so that each feature is represented by a vector of m elements, i.e.
the corresponding row of the transposed matrix V.
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Fig.3. Scheme for determining attribute coordinates using nonlinear transformation

+ Application of data dimension reduction technique to map each feature to a two-dimensional
plane. This step uses nonlinear dimension reduction techniques such as kernelPCA, t-SNE [36]. The
resulting projections determine the position of the features, but not their values.

« Construction the smallest rectangle that bounds all attribute projections and rotation of their
coordinates in Cartesian space to get the pixel coordinates for the features.

 Matching attributes to pixel coordinates in the generated projection.

The transformation of tabular data into a matrix structure (image) is characterized by additional
computational and time costs required to determine the location of features on the image grid.
However, this transformation is performed only at the training stage and does not affect the compu-
tational and time characteristics of the real-time anomaly detection process.

To detect anomalies, it was proposed to use a two-layer convolutional neural network, the
structure of which is shown in Fig.4. It consists of two convolutional and two fully connected
layers. The ReLU function is used as the activation function in the subsampling layers and the sig-
moid function is used in the last fully connected layer. The Adam optimizer is used in training and
the logarithmic loss function is used as the loss function.

Methodology for assessing cyber resilience risks of wastewater treatment process. De-
tected anomalies in wastewater treatment processes can lead to cyber resilience breaches.
Therefore, they are used to assess risks of breach. In this case, the presence of a single anomaly
does not indicate the realization of cyber resilience risks, the risk score grows with the increase
in the number of anomalies. Note that risks are identified for processes and individual sen-
sors/actuators measuring various process parameters. The cyber resilience risks are defined
based on the criticality of the processes and, therefore, the damage that can be caused to the wa-
ter treatment process in the case of a breach of process’s cyber resilience.
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The input data for the methodology are the identified anomalies, as well as a description of
wastewater treatment processes, their criticality and sensors/actuators measuring various techno-
logical parameters. An algorithm is developed to assess cyber resilience risks. It is based on the fol-
lowing assumptions: the risk level is higher for processes that are more likely to exhibit anomalous
behavior; the risk level is higher for more critical processes. In addition, a model of the analyzed
system is introduced:

M =< Pi:Ri, Pri, Cri, S' >,

where P; — wastewater treatment process, i € {1:n}; n — number of processes implemented in
wastewater treatment system; S' — set of sensors/actuators; Pri — probability of anomaly in process
Pi; Cr; — criticality of process Pi, Cri € {1,2,3}, determined expertly on a scale: 1 — low, 2 — high,
3 —critical; Ri —risk, Ri € {0:3}.

Risk is determined by a combination of the criticality of the process and the probability of
cyberthreat realization, which depends on the number of anomalies detected. Note that each anoma-
ly also has a probability associated with the confidence score produced by machine learning algo-
rithms. The inputs to the algorithm are the total number of records containing sensor/process actua-
tor readings collected over the entire monitoring period; the number of consecutive records
allocated for analysis, called a batch, m; and the total number of batches over the entire monitoring
period n. The risk level R is defined on the scale [0, 6], initially R = 0. Algorithm for calculating the
risk level is as follows:

1. Pr =0// the initial probability of cyber threat realization.

2. R =0// the initial level of risk.

3. If R =0, go to step 4, otherwise go to step 5 // if the risk for the process has not yet been as-
sessed (n = 0).

4.R =R_proc = Cr // risk is calculated based on the criticality of the process.

5. 1fn=0,Pr=0, gotostep9.

6. If wi > 0, go to step 7, otherwise go to step 10 // there were anomalies in the current batch.

7.w= % /I > Pr, —sum of anomaly probabilities for anomalous batches, from the batch

k
we take max Pr; w — share of batches with anomalies, 0 <w < 1.
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8. If Pr+logn(1+) <1, Pr=Pr+logn(1 + w), otherwise Pr = 1 // the likelihood of a cyber
threat materializing is increasing.

9.R=R+Cr-Pr.

10. If norm > N_norm, go to step 11 // norm — number of consecutive batches without anoma-
lies, N_norm = 10.

11. coeff = (n —an)/n // an — total number of batches with anomalies.

12. If coeff > R_coeff, go to step 13, otherwise go to step 14 // R_coeff — coefficient determining
the maximum possible risk reduction, R_coeff = 0.3, experimentally determined.

13. coeff = R_coeff.

14. Pr = Pr — coeff.

15.R=R-Cr-Pr.

The outputs of the methodology are scores for cyber resilience risks for individual processes, sen-
sors/actuators and the wastewater treatment process as a whole.

Discussion of results. Anomaly detection is one of the most important steps in detecting and
assessing cyber resilience risks in wastewater treatment process. An open dataset which was gene-
rated using the methodology the closest to the proposed by the authors was used as a train dataset.
Secure Water Treatment (SWaT) dataset [37] was created using a hardware-software testbed, which
represents a reduced copy of a real system for water treatment and disinfection. The simulated pro-
cess consists of six consecutive sub-processes: raw water intake, addition of necessary chemicals to
it, filtration, dechlorination using ultraviolet (UV) lamps, feeding into the reverse osmosis system,
and removal of clean water and sludge. Fig.5 shows the scheme of the modeled technological pro-
cess, subprocesses are marked by letters P1-P6, respectively.

The communication part of the SWaT test bed consists of a multilevel communication net-
work, programmable logic controllers, supervisory control and data acquisition (SCADA) server
and workstation, as well as historian server. The test bed architecture allows operational personnel

P2
P1

Raw water
tank

Pump N Water mixing

Reverse osmosis Ultrafiltration
feed pump unit (UF) UF feed pump UF feed tank
Ultraviolet (UV)

dechlorinator

Backwash
tank

Cartridge filter Reverse osmosis Permeate tank Permeate pump

system
N CIP tank Y

Fig.5. Diagram of the technological process modeled by the SWaT testbed [37]
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to connect remotely to the facility infrastructure. The dataset has several versions, differing in the
types of data collected, the disruptive impacts conducted and the total duration of the test bed func-
tioning.

In the performed experiment, a variant of the dataset containing 36 different attack scenarios
for spoofing the transmitted data was used. The destructive activity targeted different physical de-
vices belonging to different technological sub-processes. The dataset contains 19 attacks modifying
the values of one sensor, six attacks spoofing the values of two and three sensors; and seven attacks
on sensors belonging to different technological subprocesses (Table 1).

Table 1
Characteristics of anomalies in SWaT dataset
Type of record in Number of processes targeted Processes Number of records
dataset for destructive impact
Norm 0 0 399157
Anomaly 1 P1 4053
1 P2 1809
1 P3 37860
1 P4 1700
1 P5 1044
2 P3, P4 1691
2 P1, P3 1445
2 P3, P6 697
2 P4, P5 463

To evaluate the performance of anomaly detection, we used the following metrics: precision
and recall. The precision metric determines the proportion of records that are classified as anoma-
lous and are true anomalous. The recall metric reflects the ratio of anomalous records that are de-
tected by the algorithm correctly. The higher the values of these metrics, the better the anomaly de-
tection performance. Since the dataset under study is unbalanced, i.e., the number of normal records
far exceeds the number of anomalous records, the F1-measure, which is the harmonic mean be-
tween precision and recall, was also used. The plots of accuracy and loss functions are shown in
Fig.6. An analysis of the inference time and the number of model parameters was performed. The
latter metrics allow estimating the required computational resources. The authors also performed a
comparative analysis of the results with methods presented in the literature, namely solutions based
on autoencoder MTS-DVGAN [12] and MTAD-CAN [13], as well as long short-term memory neu-
ral network (LSTM) and autoencoder with 1-class support vector machine (deepSVDD), trained on
the same dataset (Table 2). It should be noted that there is no information on the inference time and
number of model parameters for the MTS-DVGAN and MTAD-CAN models, so a dash is indicated
in the columns of the table.

The experiments show that the proposed anomaly detection model shows the highest recall,
while the precision is only slightly inferior to the MTS-DVGAN model. At the same time, the
proposed solution is characterized by a small number of parameters, and the inference time for
one record is 2.07-107°. Although these data are not available for the MTS-DVGAN model,
however taking into account the architecture of the neural networks used in it — variational au-
toencoder with two short long memory networks — it is possible to assume that the number of
parameters is not less than the parameters of the LSTM model. Consequently, the proposed
model has high efficiency and low computational complexity and can be used in systems with
limited computational resources.
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Note that the models trained in the design mode are further used to detect anomalies, calcu-
late the probabilities of successful cyber resiliency threat implementation, and assess the cyber
resilience risks of the wastewater treatment process.

Table 2
Experimental results for anomaly detection in the SWaT dataset
Approgch to anomaly Precision Recall F1-measure Number of model Model inference time, ¢
etection parameters
Proposed by authors 0.98 0.96 0.97 10561 2.07-10°
DeepSVDD 0.95 0.68 0.82 11648 2.43-10°
LSTM 0.98 0.71 0.82 66 035 4.37-10°°
MTS-DVGAN [10] 0.99 0.93 0.79 - -
MTAD-CAN [11] 0.91 0.94 0.92 - -

Conclusion. The paper presents the methodology for identification and assessment of cyber
resilience risks of wastewater treatment process. The stages of the methodology, including the
generation of a training data set, anomaly detection and risk assessment are described. Each
stage is presented by a separate methodology. The stage of anomaly detection in the technologi-
cal process is the key stage, since the risk assessments depend on its performance. A new ap-
proach to preprocessing the input data for subsequent anomaly detection is proposed. The ex-
periments have shown that this approach uses fairly simple neural network with low inference
latency, which allows processing intensive data streams. Due to the small number of model pa-
rameters, it can be used in devices with limited computational resources, such as industrial con-
trollers, microcomputers, etc. Thus, the research goal of improving the accuracy of anomaly de-
tection in the wastewater treatment process for system’s cyber resilience risk assessment,
considering the limitations of the available computational resources, has been achieved.

Further directions of research work relate to the optimization of the image generation proce-
dure by determining a sufficient amount of data samples, investigation of approaches on data from
technological processes and development of methods for detecting anomalies in the processes them-
selves. Experiments with the calculation of cyber resilience risks as well as generation of own da-
taset are planned.
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